This book presents a novel framework to reconceptualize Internet governance and better manage cyber attacks. It makes an original contribution by examining the potential of polycentric governance to enhance cybersecurity. It also synthesizes aspects of contemporary cybersecurity research, bringing features of the cloak-and-dagger world of cyber attacks to light and comparing and contrasting the cyber threat to key stakeholders. Throughout the book, cybersecurity is treated holistically, covering outstanding issues in the law, science, economics, and politics. This interdisciplinary approach is an exemplar of how strategies from different disciplines, as well as the private and public sectors, may cross-pollinate to enhance cybersecurity. Case studies and examples illustrate what is at stake and help to identify best practices. The book is written in an informal, straightforward manner and is designed to inform readers about the interplay between Internet governance and cybersecurity and the potential for polycentric governance to help foster cyber peace.
Cybersecurity is a matter of global importance as is evidenced by the spate of attacks at individual, corporate, national, and international levels. Professor Scott J. Shackelford's book is a timely intervention to press for cyber peace at a time when many nations, global institutions, and enterprises are threatened by cyber attacks. I urge all readers of this excellent treatise to take its lessons to heart and seek greater multistakeholder cooperation to combat the growing array of cyber threats around the world. Safeguarding cyberspace and preventing cyber war depends entirely on the willingness of countries and businesses to cooperate and share expertise. As part of this process, we need to strengthen national legislation, push for the adoption of international norms, and adopt the technical measures required to plug the loopholes to stem the annual loss of more than $100 billion as a result of cybercrime. Overall, we need to bolster confidence in our networks, which are today the bulwarks of international commerce depended on by nations and citizens around the world.
The exponential growth of the Internet and the convergence of communication devices and applications in an increasingly networked world have brought about a transformation in the way we conduct our lives, manage our relationships, and do business.
Professor Shackelford ably explores the dynamics of cyber threats and the security implications of fractured Internet governance, the weapons that are continuously evolving to strike at the vulnerabilities in cyberspace, and the urgent need to secure critical national infrastructure in the digital age and embrace cybersecurity best practices in order to prevent cyber war and secure cyber peace.
Our common vision of the information society envisages safe, secure, and affordable access to global networks. It is a key component in ensuring social and economic progress and sustainable development for people in every corner of the world. Enhancing cybersecurity and achieving cyber peace are fundamental challenges that we must address urgently. xiii 
Preface
In June 1982, there was a massive explosion deep in Siberia. It was not a missile test or nuclear accident.
2 Rather, a gas pipeline had exploded, and it was not an accident.
3 Soviet spies allegedly stole a Canadian company's software that had been implanted with a CIA-sponsored logic bomb, resulting in "the most monumental non-nuclear explosion and fire ever seen from space."
4 That was more than thirty years ago.
Flash forward to June 2010 and the discovery of the Stuxnet worm -a sophisticated cyber weapon designed to target Iranian nuclear facilities. It exploited flaws in Microsoft Windows, disrupting plant processes that were controlled by Siemensmanufactured systems.
5 Thousands more computers around the world were also affected because components of the equipment in question are used in everything from traffic lights to nuclear power plants. 6 The worm's unusual complexity along with other revelations led many to argue that one or more national governments, Finally, consider what happened in late 2011 when a man opened an email with the innocuous subject line, "2011 Recruitment Plan."
9 He proceeded to download a spreadsheet, unintentionally "allowing hackers to raid the computer networks of his employer, RSA [,] " whose cybersecurity products help protect the networks of the U.S. government and many Fortune 500 companies.
10 According to U.S. General Keith Alexander, former National Security Agency director and commander of U.S. Cyber Command (CYBERCOM), the blame for the attack lies with an organized campaign orchestrated by elements within China.
11 Among the companies targeted in the aftermath of the successful breach was Lockheed Martin, which reportedly lost "data on the F-35 Lightning II [jet] fighter [,] " the Defense Department's most expensive weapons program.
12 Since then, reports have surfaced revealing that dozens of U.S. weapons systems have been similarly compromised.
13
What do these events have in common? Each reveals some of the many facets of "cyber attacks," which make up a vast, evolving, and controversial class of incidents. Now that everything from refrigerators to stock exchanges can be connected to a ubiquitous Internet, how can we better enhance cybersecurity across networks and borders? As we will see, a great deal of uncertainty and debate surrounds this question, and the stakes are high -everything from U.S. national and international 16 These nations can now launch sophisticated cyber attacks, but their own militaries, economies, and critical national infrastructures (CNI) are also vulnerable. Elements within the U.S. government, for example, have admitted that they are unprepared for a cyber conflict.
17 The rise of new cyber powers underscores the shift in international relations after the Cold War from a bipolar world order dominated by the United States and the former Soviet Union to a multipolar one featuring more emerging power centers.
18 This shift complicates international efforts to reach 14 Part of the cyber threat is the so-called cybersecurity dilemma. The security dilemma suggests that national security strengths can be provocative to other nations in the sense that "efforts by states to enhance their security can decrease the security of others." Nicholas C. Rueter, The Cybersecurity Dilemma, at iv (2011) (unpublished Masters thesis, Duke University) (on file with Duke Library). Establishing cooperation to enhance cybersecurity may be made more difficult by this security dilemma. 
21 A serious cyber attack may disrupt critical networks, damage "military command or information systems," and interrupt "electrical power . . . or . . . financial services."
22 Or, in a worst-case scenario, cyber attacks could trigger satellites to spin out of control, power grids to crash, economies to collapse, and societies -deprived of basic services -to begin to self-destruct.
23 Luckily, this has not happened yet. And there is good reason to hope that it will not in the future. Nevertheless, it does not take a doomsday attack to raise flags. Consider the power grid. In 2007, a logic bomb was reportedly identified that could have disrupted U.S. electrical systems.
24 Many power plants tend not to keep expensive replacement parts on hand, meaning that it could take weeks to fix a widespread outage.
25 U.S. power systems may become more vulnerable to the planting of logic bombs because of the rise of Internet-connected smart grids called Supervisory Control and Data Acquisition (SCADA) networks. One senior U.S. military source has said, "[I]f any country were found to be planting logic bombs on the grid, it would provoke the equivalent of the Cuban missile crisis."
28 But no one knows for sure how many logic bombs exist, who planted them, and what the legal, economic, or political ramifications might be if they were ever used.
29
Cyber attacks are often broken down into four main categories: cyber terrorism, warfare, crime, and espionage.
30 Although virtually every terrorist group has an online presence, 31 true cyber terrorism remains rare, potentially because of a lack of technological sophistication and the difficulty of using cyber attacks alone to terrorize a populace.
32 Definitions vary, but cyber warfare generally refers to an attack by one hostile nation against the computers or networks of another to cause disruption or damage, as compared to a criminal act or terrorist attack, which likely involves a private actor.
33 According to General James E. www.cambridge.org © in this web service Cambridge University Press Cambridge University Press 978-1-107-00437-5 -Managing Cyber Attacks in International Law, Business, and Relations: In search of cyber peace Scott J. Shackelford Frontmatter More information Preface xxi not unlike land, sea, and air, and we are engaged in a less visible but nonetheless critical battle against sophisticated cyberspace attacks."
34 Cyber weapons are being developed around the world without a transparent discussion about the circumstances in which they may be used. 35 As The Economist summarizes, "Even as computerized weapons systems and wired infantry have blown away some of the fog of war from the battlefield, they have covered cyberspace in a thick, menacing blanket of uncertainty."
36
The specter of cyber warfare is not the only problem; crime and espionage are on the rise and pose significant challenges to companies and countries alike. 37 The true extent of cybercrime is unknown, but contested estimates have placed losses at $1 trillion for 2010, prompting U.S. Senator Sheldon Whitehouse, a Democrat from Rhode Island, to suggest, " [W] e are suffering what is probably the biggest transfer of wealth through theft and piracy in the history of mankind." 38 In addition, many nations, including the United States, are engaging in cyber espionage as shown by leaked documents from former NSA contractor Edward Snowden. 39 One recent example is the so-called Red October network unearthed in late 2012, which has been described as "one of the most advanced online espionage operations that's ever been discovered" and appears to have targeted governmental data and scientific research.
40 James Lewis of the Center for Strategic and International Studies (CSIS) has called cyber espionage "the biggest intelligence disaster since the loss of the nuclear secrets [in the late 1940s]," and few think it will slow down anytime soon.
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It is no simple matter to categorize cyber attacks in this manner, as is discussed more fully in Chapter 1. Motivations can overlap and targets abound in cyberspace. For example, there has been a spate of high-profile cases of cybercrime and espionage, as well as alleged state-sponsored cyber attacks involving criminal organizations targeting both the public and private sectors.
42
43 U.S. government networks are also being targeted: 22,144 attacks on Department of Defense (DOD) networks were reportedly detected in the year 2000, up from 5,844 in 1998. 44 By 2010, Senator Susan Collins stated that U.S. government websites were being attacked more than 1.8 billion times per month.
45 Thus, it could be said that the United States is "under cyber-attack virtually all the time, every day[,]" as did former U.S. Defense Secretary Robert Gates.
46 Emblematic of this new threat, the U.S. Air Force adopted a new mission statement in 2005: "to fly, fight, and win . . . in air, space, and cyberspace."
47
States are not the only victims, though; far less attention is paid to the many firms and individuals around the world who are regularly suffering cyber attacks. Whereas headlines are devoted to major breaches that result in the theft of millions of dollars or valuable intellectual property, many cyber attacks go largely unreported. cybersecurity cooperation after snowden/ (arguing that Snowden's revelations make international cybersecurity cooperation more likely). 50 although these figures (like so many cybersecurity statistics) are disputed. This subject is explored in Chapter 5.
Current methods are proving ineffective at managing cyber attacks. What is needed is the comprehensive, proactive, and vigorous use of cybersecurity best practices at the local, national, and global levels to manage cyber attacks more effectively and hold accountable those who launch them. Neither offense nor defense alone is sufficient to achieve this goal; addressing meta challenges, including technical vulnerabilities, legal ambiguities, and governance gaps, is also critical.
51 In other words, new tools demand new rules, as well as a push to clarify the application of existing regimes. This is not the first time that technology has raced ahead of both military doctrine and international law. Nuclear weapons were developed in 1945, but it was not until the early 1960s that Bernard Brodie, Albert Wohlstetter, Herman Kahn, and the other "Wizards of Armageddon" created the theory of Mutually Assured Destruction, 52 while the International Court of Justice did not rule on the legality of nuclear weapons until 1996. 53 The same evolution is now occurring in cyberspace, and the nuclear analogy has not been lost on victim states.
54 Fears of a doomsday "Electronic Pearl Harbor" may well be overblown, but the general need for enhanced cybersecurity is not. 57 Others, like Howard Schmidt, the former cybersecurity coordinator of the Obama administration, argue that there is currently no cyber war under way, and that an apocalyptic cyber attack against the United States is implausible.
58 Still others point to the rise in "blended" or "combination" attacks involving both kinetic and cyber components as being a key area of common concern.
59 However, framing cyber attacks within the context of a loaded category like war can be an oversimplification that creates confusion and shifts focus away from enhancing cybersecurity against the full range of threats now facing individuals, companies, countries, and the international community. As retired General Michael Hayden, former director of both the National Security Agency (NSA) and the CIA, has said, "I'm reluctant to use the word war. . . . We have created this new domain, this new space called cyber, and, frankly, it's lawless."
60 Lawless is a stretch, as we will see, but General Hayden is correct in that the use of the word "war" suggests preconceived legal notions that may or may not be useful in dealing with the multifaceted problem of cyber attacks. The hype may be based on real vulnerabilities such as zero-day exploits in popular operating systems like Windows, but it can distract us from more pressing concerns.
61
The truth about the risk posed by cyber attacks is somewhere in between "weapons of mass disruption -as [ 62 Letting ourselves get carried away by fear of one aspect of this evolving threat matrix can lead to misdirected investments and ill-suited cybersecurity policies at the local, national, and global levels.
63 Instead of worrying about "dystopian futures and limitless vulnerabilities," 64 we should be focused on proactively addressing concrete vulnerabilities, understanding better how the cyber threat is developing, and strengthening public-and private-sector defenses to more effectively manage cyber attacks and secure some measure of cyber peace. Harvard Professor Joseph Nye, Jr., among others, has called for this type of more constructive dialogue. 65 For example, considering the topic of cybersecurity in light of cyber peace, not war, can help reframe the debate toward creating "a global culture of cybersecurity."
66
There have been relatively few efforts to date aimed at defining "cyber peace." The International Telecommunication Union (ITU), a UN agency specializing in information and communication technologies, pioneered some of the early work in the field by defining "cyber peace" in part as "a universal order of cyberspace" built on a "wholesome state of tranquility, the absence of disorder or disturbance and violence . . . . "
67 Although certainly desirable, such an outcome is politically and technically unlikely, at least in the near term. 68 Cyber peace is defined here not as the absence of conflict, what may be called negative cyber peace. 69 Rather, it is the construction of a network of multilevel regimes that promote global, just, and sustainable cybersecurity by clarifying the rules of the road for companies and countries alike to help reduce the threats of cyber conflict, crime, and espionage to levels comparable to other business and national security risks. To achieve this goal, a new approach to cybersecurity is needed that seeks out best practices from the public xxvi Preface and private sectors to build robust, secure systems, and couches cybersecurity within the larger debate on Internet governance. Working together through polycentric partnerships, we can mitigate the risk of cyber war by laying the groundwork for a positive cyber peace that respects human rights, spreads Internet access along with best practices, and strengthens governance mechanisms by fostering multistakeholder collaboration.
70
Much of the existing literature often offers a false choice between viewing cyberspace as a traditional commons or an extension of national territory, 71 between the need for a grand cyberspace treaty or a state-centric approach, 72 between governments being regulators or resources for at-risk companies, 73 between corporate liability and immunity for data breaches, 74 between Internet sovereignty and Internet freedom, 75 and ultimately, between cyber war and cyber
